Abstract In Mobile Ad hoc Networks (MANET), various types of Denial of Service Attacks (DoS) are possible because of the inherent limitations of its routing protocols. Considering the Ad hoc On Demand Vector (AODV) routing protocol as the base protocol it is possible to find a suitable solution to overcome the malicious flooding i.e. attack of initiating / forwarding Route Requests (RREQs) that lead to hogging of network resources and packet dropping is a technique in which a node drops data packets (conditionally or randomly) that it is supposed to forward hence denial of service to genuine nodes. In this paper, a technique is proposed that can prevent a specific kind of DoS attack i.e. flood attack which Disable IP Broadcast. The proposed scheme is distributed in nature it has the capability to prevent Distributed DoS (DDoS) attack. The performance of the proposed algorithm in a series of simulations reveals that the proposed scheme provides a better solution than existing approaches.
I. INTRODUCTION
Mobile Ad hoc Network (MANET) is an autonomous system of mobile nodes which are connected by wireless links. The nodes are free to move about and organize themselves into a network and each node not only can operate as end-system, but also as a router to forward packets. In addition, a mobile ad hoc network does not require any fixed infrastructure such as base stations; therefore, it is an attractive networking option for mobile devices, such as emergent operations, military applications, and meteorological applications.
The mobile ad hoc networks have several conspicuous characteristics, such as dynamic topologies, energyconstrained operation, and limited physical security [1] . Because of these features, mobile ad hoc networks are particularly vulnerable to denial of service (DoS) attacks launched through compromised node.
Khan et al. [8] and Zhou et al. [11] gives overview of challenges of DoS attack on MANET. Bin et al. [9] demonstrated how Distributed DoS (DDoS) attacks can be detected at an early stage. Chen et al. [10] explained Statefull DDoS attacks and targeted filtering. Siris et al. [12] and Abraham et al. [13] have proposed a method of defense against DDoS attack by using provider based deterministic packet marking and IP spoofing defense.
Here, we are discussing two types of DDoS attacks [7] . They are: Malicious Packet Dropping based DDoS attack and Flooding Based DDoS attack. In packet dropping attack a node some or all of the data packets sent to it for further forwarding even when no congestion occur. In flooding attack, the attacker, initiate a lot of Route Request packets (RREQ Flooding Attack) for a node so as to congest the node.
In this paper, we compare two DDoS based attacks and propose a technique to prevent Flooding based DDoS attack. The rest of the paper is organized as follows. The next section presents the implementation and detection of DDoS attack mechanisms. In section 3, we describe the prevention technique for flooding based DDoS attack and next section presents the experimental setup to measure network performance. In section 5, we present various results which show that proposed Disable IP Broadcast prevention technique is better than existing scheme. We conclude in Section 6.
II. IMPLEMENTATION AND DETECTION OF DDOS ATTACKS MECHANISMS

A. Packet Dropping Attack
Here, a new attack, the Ad Hoc Packet Dropping Attack is presented which results in denial of service when used against all previously on-demand ad hoc network routing protocols. In this attack, the attacker makes some nodes malicious, and the malicious nodes drops some or all data packets sent to it for further forwarding even when no congestion occurs [5] . Code for implementing Ad Hoc Packet Dropping attack is shown in " Fig. 1 ". This code is placed in different functions of aodv.pc file. Code shown for packet dropping makes node 0, 4, 8, 12, 16, 20, 24 and 28 as malicious nodes. These nodes drop some or all data packets transmitted to it for further forwarding.
Unconditional Packet Dropping: It is technique to detect packet dropping attack in which we monitor the statistics Forward Percentage (FP) over a sufficiently long time period T [2] .
Packets actually forwarded
Packets to be forwarded FP determines the ratio of forwarded packets over the packets that are transmitted from M to m and that m should forward. If the denominator is not zero and FP i = 0, the attack is detected as Unconditional Packet Dropping and m is identified as the attacker. Here, M represents the monitoring node and m the monitored node.
Suppose we are sending packets from node 8 to node 9. If packets to be forwarded by node 8 are 53 and packets received by node 9 is 0 which is the packets actually forwarded by node 8. Here denominator is not zero but FP i = 0. Hence attack detected is unconditional packet dropping and node 8 is malicious node.
B. Flooding Attack
Another class of DDoS attacks is Flooding. A flooding-based DDoS attack attempts to congest the victim's network bandwidth with real-looking but unwanted IP data [6] . As a result, legitimate IP packets cannot reach the victim due to a lack of bandwidth resource. Here, we introduce a new attack in the mobile ad hoc network, which is called the Ad Hoc Flooding Attack. The attack acts as an effective denial-of-service attack against all currently proposed on demand ad hoc network routing protocols, including the secure protocols. Thus, existing on-demand routing protocols, such as Ad hoc On Demand Vector (AODV) can not be immune from the Ad Hoc Flooding Attack. Code for implementing Ad Hoc Flooding attack is shown in " 
III. PREVENTION TECHNIQUE FOR FLOODING
A. Existing Prevention Techniques
Changing IPs: A Band-Aid solution to a DDoS attack is to change the victim computer's IP address, thereby invalidating the old address. This action still leaves the computer vulnerable because the attacker can launch the attack at the new IP address. This option is practical because the current type of DDoS attack is based on IP addresses. System administrators must make a series of changes-to domain name service entries, routing table entries, and so on -to lead traffic to the new IP address. Once the IP change-which takes some time-is completed, all Internet routers will have been informed, and edge routers will drop the attacking packets.
By 
if((((node->nodeAddr)%4)==0)&&(node>nodeAddr<= 28)) { return; }
Flood attack occurs because of initiating various RREQs on a particular node. Because of various RREQs that node is unable to handle more RREQ and becomes malicious node. When this node comes in the path of other nodes does not forward packets and busy in handling RREQ. In order to prevent network from this attack, we can call these functions i.e. Handle RREQ and Retry RREQ. Handle RREQ function helps in handling various RREQ which comes on a particular node and mitigate flood attack. Similarly, Retry RREQ function tries to find another path for forwarding packets from source to destination, this path may be larger from the path which is through malicious node but we get the path and packets are reached from source to destination.
B. Proposed Prevention Technique Disabling IP Broadcasts
A broadcast is a data packet that is destined for multiple hosts. Broadcasts can occur at the data link layer and the network layer. Data-link broadcasts are sent to all hosts attached to a particular physical network. Network layer broadcasts are sent to all hosts attached to a particular logical network. The Transmission Control Protocol/Internet Protocol (TCP/IP) supports the following types of broadcast packets:
All Ones: By setting the broadcast address to all ones (255.255.255.255), all hosts on the network receive the broadcast.
Network: By setting the broadcast address to a specific network number in the network portion of the IP address and setting all ones in the host portion of the broadcast address, all hosts on the specified network receive the broadcast. For example, when a broadcast packet is sent with the broadcast address of 131.108.255.255, all hosts on network number 131.108 receive the broadcast.
Subnet: By setting the broadcast address to a specific network number and a specific subnet number, all hosts on the specified subnet receive the broadcast. For example, when a broadcast packet is set with the broadcast address of 131.108.4.255, all hosts on subnet 4 of network 131.108 receive the broadcast.
Because broadcasts are recognized by all hosts, a significant goal of router configuration is to control unnecessary proliferation of broadcast packets. Cisco routers support two kinds of broadcasts: directed and flooded. A directed broadcast is a packet sent to a specific network or series of networks, whereas a flooded broadcast is a packet sent to every network. In IP internetworks, most broadcasts take the form of User Datagram Protocol (UDP) broadcasts.
Consider the example of flooded broadcast which cause DDoS attack. Here, a nasty type of DDoS attack is the Smurf attack, which is made possible mostly because of badly configured network devices that respond to ICMP echoes sent to broadcast addresses. The attacker sends a large amount of ICMP traffic to a broadcast address and uses a victim's IP address as the source IP so the replies from all the devices that respond to the broadcast address will flood the victim. The nasty part of this attack is that the attacker can use a low-bandwidth connection to kill high-bandwidth connections. The amount of traffic sent by the attacker is multiplied by a factor equal to the number of hosts behind the router that reply to the ICMP echo packets.
The diagram in " Fig. 3 ," depicts a Smurf attack in progress. The attacker sends a stream of ICMP echo packets to the router at 128Kbps. The attacker modifies the packets by changing the source IP to the IP address of the victim's computer so replies to the echo packets will be sent to that address. The destination address of the packets is a broadcast address of the so-called bounce site, in this case 129.64.255.255. If the router is (mis-) configured to forward these broadcasts to hosts on the other side of the router (by forwarding layer 3 broadcasts to the layer 2 broadcast address FF:FF:FF:FF:FF:FF) all these host will reply. In the above example that would mean 640Kbps (5 x 128Kbps) of ICMP replies will be sent to the victim's system, which would effectively disable its 512Kbps connection. Besides the target system, the intermediate router is also a victim, and thus also the hosts in the bounce site. A similar attack that uses UDP echo packets instead of ICMP echo packets is called a Fraggle attack. From above example it is clear that IP broadcast cause the flood on the victim node. By disabling IP Broadcasts, host computers can no longer be used as amplifiers in ICMP Flood and Smurf attacks. However, to defend against this attack, all neighboring networks need to disable IP broadcasts.
Advantages of the Proposed Scheme:
The proposed scheme incurs no extra overhead, as it makes minimal modifications to the existing data structures and functions related to blacklisting a node in the existing version of pure AODV. Also the proposed scheme is more efficient in terms of its resultant routes established, resource reservations and its computational complexity.
If more than one malicious node collaborate, they too will be restricted and isolated by their neighbors, since they monitor and exercise control over forwarding RREQs by nodes. Thus the scheme successfully prevents DDoS attacks.
IV. EXPERIMENTAL SETUP
In this section, we present the experimental setup which is used to measure the performance of the network when it is subject to DDoS attacks. We use GloMoSim [3] [4], which provide a scalable simulation platform for wireless networks, to perform our simulations. The common parameters that we have used in our simulations are given in Table 1 . Here, we consider the case of flood attack and its prevention techniques. The following performance measures are compared.
Packet Delivery Ratio (PDR):
Number of successfully delivered legitimate packets as a ratio of number of generated legitimate packets.
Total Number of packets Sent Total Number of packets Received
Number of Collisions: In a network, when two or more nodes attempt to transmit a packet across the network at the same time, a packet collision occurs. When a packet collision occurs, the packets are either discarded or sent back to their originating stations and then retransmitted in a timed sequence to avoid further collision. Packet collisions can result in the loss of packet integrity or can impede the performance of a network. This metric is used to measure such collisions in the network.
Energy Consumption: Total energy consumed in the network is energy consumption. It is measured in mWhr.
In our simulations, we will study the effect of DDoS attacks under the following conditions: Different number of attackers; and Different node mobility.
V. RESULTS
A. Effect of Proposed Prevention Scheme with Different
Number of Attackers " Fig. 4 ," shows the effect of proposed prevention technique on PDR with different number of attackers and it also shows comparison with the existing prevention scheme. This figure shows that proposed prevention technique (By disabling IP Broadcast) mitigate the effect of flooding based DDoS attack with larger extent. By using this technique PDR increases up to 31% as compared to the PDR of existing prevention scheme and 69% as compared to flood attack. 
Figure 6. Effect of Proposed Prevention Technique on Energy
Consumption with varying number of attackers.
" Fig. 6 ," shows the effect of proposed prevention technique on Energy Consumption with different number of attackers and it also shows comparison with the existing prevention scheme. This figure shows that proposed prevention technique (By disabling IP Broadcast) mitigate the effect of flooding based DDoS attack with larger extent.
B. Effect of Proposed Prevention Scheme with Varying
Node Mobility " Fig. 7 ," shows the effect of proposed prevention technique on PDR with varying node mobility and number of attackers are 8. It also shows comparison with the existing prevention scheme. This figure shows that proposed prevention technique (By disabling IP Broadcast) mitigate the effect of flooding based DDoS attack with larger extent. By using this technique PDR increases up to 47% as compared to the PDR of existing prevention scheme.
" Fig. 8 ," shows the effect of proposed prevention technique on Number of Collisions with varying node mobility and number of attackers are 8. It also shows comparison with the existing prevention scheme. This figure shows that proposed prevention technique (By disabling IP Broadcast) mitigate the effect of flooding based DDoS attack with larger extent. By using this technique number of collisions decreases up to 39.5% as compared to collisions of existing prevention scheme.
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